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1. Purpose

1.1INTRODUCTION

Future Skills Organisation (FSO) is committed to establishing and maintaining a risk
management plan which is integrated systematically across FSO. This plan is intended to
structure FSO's methodology for decision making, practicing good governance,
developing a mature risk culture, meeting legal requirements, and demonstrating due
diligence.

The purpose of this document is to provide an overview of the intended structural plan to
effectively identify and manage the risks involved in all FSO activities to maximise
opportunities, minimise adversity and to achieve improved outcomes and outputs based
on informed decision making and organisational resilience.

1.2 SCOPE OF THE POLICY

This Risk Management Framework applies to all FSO workers, which includes all
employees, directors, sub-committee members, strategic advisors and contractors.

2. Objectives

The objectives/benefits of this plan are to:

e Confirm and communicate FSO's commitment to risk management in order to

assist in achieving its strategic and operational goals and objectives;

Ensure that FSO complies with all relevant legislation and policies;

Codify the risk management plan to allow staff to properly identify, assess and
mitigate risk, and establish a reporting protocol for issue and risk identification and
escalation;

e Ensures that staff understand risk and act accordingly, and signal a commitment to
staff that risk management is a core management capability that is critical to the
success of FSO activities; and

e Ensure that all strategic risks to FSO are identified, assessed, and treated with
controls and reported to the Finance, Risk and Audit Committee (FRAC) and the
Board in a timely manner.

3. Policy Statement

The management of risk is a crucial factor in achieving objectives, both strategic and
operational.

FSO will fulfill its commitment by ensuring that the risk management program:

e ensures the identification and management of risk is a continuous process linked to
the achievement of FSO's objectives;
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has an appointed risk management officer who regularly checks and monitors the
program, system, risk control effectiveness and non-conformances;

ensures regular review of the FSO Risk Register to critically appraise inherent and
residual risk ratings, along with the effectiveness of controls and procedures;
creates value and underpins FSO decision making;

facilitates continuous improvement, provides efficiencies, is systematic, transparent
and nimble;

is underpinned by a strong culture of proactive risk management including the
managing of risk threats and risk opportunities through calculated decision
making;

isan integral and central part of FSO's systems and processes, included in all
aspects of FSO business;

is supported through the allocation resources appropriate to the risk profile of FSO;
promotes foresight and is timely, dynamic and responsive to change in the internal
and external environments including identification and management of new and
emerging risks; and

adopts a variety of mechanisms for effective audit and assurance activities through
which to verify adherence to obligations and effective implementation of risk
mitigation plans.

4. Definitions

Capitalised terms used in this Policy have the following meanings unless stated

otherwise:
e Board means the Board of FSO;
e FRAC meansthe Finance, Risk and Audit Board Sub-Committee of FSO;
e CEO meansthe Chief Executive Officer of FSO;
e Riskisthe effect of uncertainty on FSO objectives. Risk may have positive or

negative impact;

Risk Appetite means the amount of risk FSO is willing to accept in the pursuit of
its strategic plans and FSO objectives;

Risk Management refers to the culture, processes and structures developed to
effectively manage potential opportunities and adverse effects for any activity,
function or process undertaken by FSO. The process of managing risk is achieved
through the systematic application of policies, procedures and practices to
establish the context; then to identify, analyse, evaluate, treat, monitor and
communicate risk.

5. Risk Management Process

The risk management process is based on the following elements:
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Scope, Context and Criteria: This is the description of the risk, the parameters it
falls within, and the criteria needed for the risk to eventuate.

Risk Evaluation and Treatment: The actions or controls needed to either mitigate
or remove the risk.
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e Recording and Reporting: The process to ensure timely visibility of all aspects of
the Risk, including potential impact to the business.

An organised approach to risk management is a key component of FSO's operations,
and it is continuously refined via learning and experience. This is aided by the
application of the Entrepreneurial Operating System (EOS), where organisational risks
and issues are brought up as part of routine FSO Executive meetings and continually
reviewed. This ensures communication and consultation regarding important issues
happens frequently, enabling prompt actions or close monitoring.

ol Y

ESTABLISH THE CONTEXT

IDENTIFY RISKS SR

ANALYSE RISKS

'RISK ASSESSMENT. .-

EVALUATE RISKS

MONITOR AND REVIEW

COMMUNICATE AND CONSULT

TREAT RISKS

N

For FSO's purposes, risk is defined as a combination of the likelihood and consequence of
a potential negative reaction to a single, or series of actions undertaken. Risk is a
consequence of uncertainty and understanding that uncertainty is an intrinsic part of all
FSO planning activities. It is important to note risk is not just about physical effects, but
more importantly in identification and early mitigation of risks to FSO strategic
outcomes. This is supported by the implementation of the EOS which allows for the early
identification and review/monitoring of issues and risks by the FSO Executive.
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5.1 CATEGORIES OF STRATEGIC RISK

Each risk will be aligned to a specific category as a means of grouping the assessment of
risks relevant to FSO. These categories are:

external perceptions and engagement;
management and governance;
capability;

Jobs and Skills Council ecosystem;
funding; and

external policies and inputs.

6. Risk Assessment

6.1 Establish the Scope, Context and Criteria

During a risk assessment, establishing the business context of the process or area being
reviewed is essential to ensure that the business objectives are captured, internal and
external factors that influence the risks are considered, and that the scope is set for the rest
of the assessment process.

Context establishment is pivotal in any risk management activity as it helps in:

e Clearly understanding FSO's objectives in conducting business,

e Taking into consideration the external and internal factors crucial for managing
risks, and

e Determining the scope and risk criteria for the overall risk management process.

6.2 Identify Risks

Risk identification seeks to identify all events that may prevent, degrade or delay the
achievement of FSO's business objectives.

6.3 Analyse Risks

The likelihood and impact of relevant risks that have been identified eventuating must be
assessed and rated. Section 8 includes a series of tables that can be used for assessing
Likelihood and Consequence/Impact ratings. The relevant risk owner is responsible for
rating the identified risks and with the assessment of these risks. There are three
fundamental steps to risk assessment, being:

Risk Analysis Definition

Step
Likelihood The inherent risk rating needs to be defined by assessing the
Assessment likelihood of the risk eventuating without additional controls being

implemented. This will help enable the effectiveness of any new
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controls that further reduce the likelihood of a risk event occurring to
be assessed.

If an incident has occurred earlier, the frequency of occurrence must
be used to help determine the likelihood of the risk eventuating.

Consequence/ The inherent risk rating needs to be defined by assessing the impact

Impact of the risk eventuating without additional controls being

Assessment implemented. This will help enable the effectiveness of any new
controls that further reduce the impact of a risk event occurring to be
assessed.

Only a single impact rating, which is usually the highest rated impact
statement based on the various potential impact categories (i.e,,
privacy, financial, regulatory), can be assigned to the risk although
multiple impact statements might be assigned to a risk.

Risk Rating The risk rating is evaluated using a risk matrix. Section 5 includes a
Determination risk matrix that can be used to generate the overall Risk Rating from
the assessed inherent likelihood and impact ratings.

6.4 Evaluate Risks

After a risk analysis has been completed the risks can be evaluated against FSO's risk
tolerance levels. Risk evaluation seeks to assist in deciding which risks are prioritised and
treated.

Risks that are assessed as Low on the risk matrix are generally considered to present an
acceptable level of risk to the business and do not require further evaluation. However, risks
are often dynamic and as such they must be added to the risk register to be monitored and
reviewed regularly. Risks evaluated as being Moderate and above would generally be
evaluated and prioritised.

6.5 Treat Risks

Risks will be prioritised and maintained in a risk register where they will be prioritised and
mapped using the approach contained in this policy. The following responses to risk must
be employed. Where FSO chooses a risk response other than “Accept” it must develop a
Risk Treatment Plan.

Risk Treatment Definition
Option

Treat FSO may take action or employ strategies to reduce the risk.

FSO may decide to accept and monitor the risk at present. This may

Accept . .
P be necessary for some risks that arise from external events.

FSO may decide to pass the risk on to another party. For example,

Transfer iski
contractual terms may be agreed to ensure that the risk is not borne
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by FSO or insurance may be appropriate for protection against
financial loss.

6.6 Monitor and Review Risks

In this step, the objective is to keep current, the specific knowledge related to the risks that
FSO has identified. The results of the assessments inform and drive risk-based decisions
and guide ongoing risk response efforts. A full review of the Risk Register should be
conducted at regularly. Additionally FSO will:

¢ Review Risk Management Framework: Regular reviews of risk management
frameworks and standards used globally to align with the best practices being
implemented.

e Monitor Risk Factors: Conduct ongoing monitoring of the risk factors that
contribute to changes in risk to FSO's business objectives, operations, assets,
individuals, customers, and/or other organisations.

¢ Maintain and Update the Assessment: Update existing risk assessments using the
results from ongoing monitoring of risk factors and by conducting additional
assessments, at a minimum annually.

6.7 Communicate and Consult

In this step, the objective is to ensure that decision makers across the FSO and executive
leadership have the appropriate risk-related information needed to inform and guide risk
decisions. Therefore, it is critical to:

¢ Communicate the risk assessment results to FSO decision maker and executive
leadership to help drive risk-based decisions and obtain the necessary support for
the risk response.

e Share the risk assessment and risk-related information with the appropriate
personnel at FSO to help support the risk response efforts.

7 Likelihood Ratings

Likelihood Definition

Almost Certain | A threat event is highly likely, and it can be assumed that its
occurrence will be experienced.

A threat source is highly motivated or poses sufficient capability or
resources, but no controls are in place or controls that are in place are
ineffective and do not prevent or impede the successful exploitation of
the vulnerability.

Probability of Occurrence: > 95% in 1 year or less.

Likely A threat event is likely, and it can be assumed that its occurrence will
be experienced.
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A threat source is highly motivated or poses sufficient capability and
resources, but some controls are in place that may reduce or impede
the successful exploitation of the vulnerability.

Probability of Occurrence: 60% to 95% in 1 year.

Possible A threat event is likely, and it can be assumed that its occurrence may
be experienced.
A threat source is motivated or poses the capability, but controls are in
place that may significantly reduce or impede the successful
exploitation of the vulnerability.
Probability of Occurrence: 40% to 60% in 1 year.

Unlikely A threat event is unlikely, but there is a slight possibility that its
occurrence may be experienced.
A threat source lacks sufficient motivation or capability, or controls are
in place to prevent or impede the vulnerability from being exploited.
Probability of Occurrence: 5% to 40% in a 2-5-year period.

Rare A threat event is so unlikely that it can be assumed that its occurrence
may not be experienced.
A threat source is not motivated or has no capability, or controls are in
place to prevent or significantly impede the vulnerability from being
exploited.
Probability of Occurrence: < 5% in a 5-10-year period.

PG. 10 CONFIDENTIAL



FSO Risk Management Framework

8 Impact/ Consequence Ratings

With respect to risk, consequence is defined as the outcome or impact of an event occurring if a
risk is realised. Consequence ratings are described below:

Reputation

Regulatory

Operational

Financial

Negative media
coverage or internet
activity resulting in a
material change in

Extensive
breach of public
sector
accountability
requirements

Failure to
provide services
to customers for

Creater than

and/or influential
stakeholder
perceptions

accountability
requirements

Catastrophic public and/or extended $100K
influential Extensive periods such as
stakeholder breaches of up to 10
perceptions for a legislative business days.
sustained period obligations
Negative media A major breach .
i of public sector | Failure to
coverage or internet - . .
. L accountability provide services
activity resulting in a .
. minor change in requirements to customers for
Major . extended $50K - $100K
public and/or ;
; . Breaches of periods such as
influential islati up to 5 business
stakeholder legislative dg <
perceptions obligations YS.
Negative mgdla Failure to
coverage or internet . .
L L Moderate provide services
activity resulting in .
almost no change in breach of public | to customers for
Moderate . sector a moderate $10K - $50K
public and/or . .
; . accountability period such as
influential requirements up to 3 business
stakeholder 4 P
. days.
perceptions
Publlc; scr'utlny Failure to
resulting in . . .
A minor breach | provide services
absolutely no of public sector | to customers for
Minor change in public P $5K - $10K

a while such as
up to 2 business
days.

Insignificant

Internal scrutiny
resulting in
absolutely no
change in influential
stakeholder
perceptions

Deviation from
legal, regulatory,
or internal

policy

Failure to
provide services
to customers for
an acceptable
period such as
up to 1 business
day.

Less than $5K
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9 Risk Rating

Overall risk rating is a combination of the likelihood and consequence of the risk occurring.
There are five generally adopted assessment levels for assessed risks: Critical, Very High, High,
Medium, and Low. Although risks are assessed on a case-by-case basis, the general guidelines
for how each risk should be treated with respect to its overall risk rating is described and
depicted in the figure below:

Overall Risk Rating

Risk Rating Critical

Intolerable.

Generic Intolerable. Tolerable. Tolerable. Acceptable. No
Proscribed Urgent action Further action Further action Further action further action
Response must be taken must be taken required. required. required

immediately. immediately.

Critical: This is the highest level of overall risk. Critical risks are generally seen to be intolerable
and necessitate that urgent action must be taken immediately.

Very High: This is the second highest level of overall risk. Risks classified as Very High are
generally seen as intolerable and necessitate that further action must be taken immediately.

High: This is the third highest level of overall risk. Risks classified as High are generally
considered tolerable but require further action.

Medium: This is the second lowest level of overall risk. Risks classified as Medium are generally
seen as tolerable but require further action.

Low: This is the lowest level of risk. Risks classified as Low are seen as acceptable and generally
require no further action outside of continued monitoring.

10. Risk Tolerance

Risk Rating | Risk Tolerance Mitigation SLA Review
Frequency

Unacceptable.
24 — 48 Hours.
Critical risks are unacceptable or
intolerable and must be avoided
except in extraordinary
circumstances. An alternative
solution must be found, and all
necessary steps must be taken to
reduce the risk below this level
without delay.

Mitigation actions must
be approved and raised
immediately and Daily
executed within 1
month to lower the risk
to an acceptable level.

Critical

High Unacceptable. 3 - 4 Business Days. Daily
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Mitigation actions must
be approved and raised
within 1T month and
executed within 3
months to lower the risk
to an acceptable level.

High risks are undesirable and
must be given priority.

5 Business Days.
Unacceptable. o ) )
Mitigation actions must
be approved and raised
within 3 months and
executed within 6
months to lower the risk
to an acceptable level.

Moderate Moderate risks are tolerable only if Daily
it is not reasonably practicable to

reduce the risk further.

The risk and its
treatments must be
Acceptable. subject to appropriate
Low degrees and forms of Periodically
Low risks are acceptable. monitoring to ensure
that it remains at this
level.

The risk and its
treatments must be
Acceptable. subject to appropriate
Negligible degrees and forms of Periodically
Negligible risks are acceptable. monitoring to ensure
that it remains at this
level.

10.1 Risk Tolerance Criteria

Risks are only tolerated if they have been thoroughly assessed, documented, and approved by
the appropriate stakeholders based on the above documented risk tolerance, and risk specific
mitigation plans.

11. Risk Reporting + Governance

With respect to risk reporting, strategic risks will be managed on a continual basis through
FRAC and Board meetings.

Operational risks will be updated by the FSO Executive and reported on an as-needs basis at
the FRAC and Board meetings. Risk management tools include:

Related Rules, Policies or Procedures

Risk Management Plan (inclusive of risk registers)
Insurance Program

Suite of FSO policies and procedures

Financial reporting
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11.1 ROLES AND RESPONSIBILITIES

Department / Area

Role / Responsibility

Board

Responsible for the overall governance and oversight of the management of risk
within the FSO.

Finance, Risk and
Audit Committee
(FRAC)

Responsible for overseeing the FSO's risk management program and for ensuring
that significant risks to FSO's operations are limited by management's appropriate
use of internal controls. Where appropriate internal controls are not in place, the
risk must be reported to the Board on a timely basis

CEO

Responsible and accountable for ensuring that a risk management program is
established, implemented, and maintained in accordance with this policy so that
risks are managed to a tolerable level. The Chief Executive Officer may assign these
related tasks to other members of senior management.

FSO Executive

Responsible for driving the policy and ensuring that the policy commitments are
communicated and achieved collaboratively with staff, contractors, and volunteers.

FSO Employees

Responsible for meeting the requirements outlined in this Policy.

Responsible for raising concerns or opportunities for improvement in accordance
with this Policy.

12. Risk, issues + incident reporting plan

What is reportable?

Timing of reporting
FRAC

Timing of Board reporting

incident)

Safety and Security
(regulatory Reporting

Death, serious injury or As soon as aware As soon as aware

dangerous incident

(non-regulatory
reportable risk)

Safety and Security

Reportable incidents per Health Within one week
and Safety policy

Board reports or
otherwise advised by
FRAC

People management

Serious misconduct of staff / Within one week
reported incident per employee

handbook

Board reports or
otherwise advised by
FRAC

People management

Loss of key staff Within one week Board reports or
otherwise advised by

FRAC
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achievement of strategic
indicators

Performance Material Contract breaches As soon as aware Board reports or
caused by FSO or other parties otherwise advised by
FRAC
Performance Disputes with Suppliers and /As soon as aware Board reports or
partner otherwise advised by
FRAC
Performance Material non-compliance with |As soon as aware As soon as aware
funding agreement
Performance Threat to the material Within one week Board reports or

otherwise advised by
FRAC

Financial / Costs

Possible insolvency issues

As soon as aware

As advised by FRAC

Financial / Costs

Detected or discovered fraud by
FSO workforce

As soon as aware

As advised by FRAC

Financial / Costs

Material budget overspends
above $50,000

Within one week

Board reports or
otherwise advised by
FRAC

information or systems

Regulatory Material breach of regulatory  |As soon as aware As advised by FRAC
rules

Reputation Events that arise in the course |Within one week Board reports or
of business that may materially otherwise advised by
impact FSO reputation or loss of FRAC
confidence from other
stakeholders in FSO

Cyber security Any incident that threatens FSO|As soon as aware Board reports or

otherwise advised by
FRAC

Intellectual property

Improper use of FSO intellectual
property by a third party.
Inadequate Contractual
restrictions around our IP that
will materially impact FSO
interests or outcomes

As soon as aware

Board reports or
otherwise advised by
FRAC

13. Contacts

For questions about this policy, please contact the CEO, Director- Business Operations.
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14. Policy Review

This Policy is subject to ongoing monitoring and review by FSO at its sole discretion and
depending on the needs of the business.

15. Associated Policies

- FSO Employee Handbook
- DEWR Code of Conduct

- https://Mww.iso.org/iso-31000-risk-management.html

16. Policy Owner and Review Dates
This policy is owned by: Business Operations.

This Policy will be reviewed every 2 years if not sooner.

Board Approved 1 September 2023

Minor updates 19 March 2024
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Appendix 1- Detailed Risk Assessment Process

The detailed steps of the risk assessment process are set out below:
Step 1. Identify Risks from Product Line risk reviews and Executive issues reviews

e |dentify key activities related to the effective and efficient operation

e |dentify the primary risks that may affect the successful delivery of the activity. Describe the
risk, the parameters it falls within, and the criteria needed for the risk to eventuate.

e Ensure all immediate risks are covered

e |dentify causal factors that could, if they occur, eventuate in the risk

e Assign a responsible party to assess, control and monitor the risk

Step 2: Analyse and Evaluate Inherent Risk

e Create a standard risk plan and terminology to assess risk

e Alignrisk to risk assessment matrix based on the particular characteristics of the risk,
specifically the likelihood and consequence (impact) of the risk

e |dentify the consequences of the risk that may occur if the risk is realised

Step 3: Institute Controls and Mitigate/Treat Risk

e |dentify controls that may be used to mitigate the inherent risk and classify the current
control effectiveness:
o Inadequate
o Action initiated
o Opportunity for improvement
o Adequate
o Excellent
e Enact controls to mitigate risk
e Ensure alead is assigned to track progress for each particular control

Step 4: Determine Residual Risk and Monitor

Determine residual risk

Determine Risk Tolerability of the risk

Identify and begin implementation of additional treatments as required
Escalate risk concerns, as necessary

Monitor the risk on an ongoing basis

Once inherent risks are assessed and discretionary controls applied, FSO must assess the
resulting severity rating for each risk (i.e. residual risk). All risks will have some level of residual
risk until the activity is complete. Risk Tolerability is defined as the level to which the appropriate
authority determines acceptability of each risk considering all relevant factors of the Program.
FSO can define Tolerability in three ratings:

Acceptable: This is the highest/best level of Tolerability. Risks in this category are seen as
acceptable, and that the current controls are effective (and thus no treatments or additional
controls are required).

Tolerable: This is the second highest level of Tolerability. Risks in this category are seen as

tolerable but require additional treatments. That is, current controls need to be augmented by
additional treatments. For this rating, proposed treatments are likely to be effective.

Page 17



FSO Risk Management Framework

Intolerable: This is the lowest level of Tolerability. Risks in this category are seen as unacceptable
and require additional treatments/controls to be defined as the current controls and proposed

treatments are unlikely to be effective.
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